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Abstract The application of process technologies and systems has shifted
from traditional business processes such as loan application to processes
in domains such as manufacturing and healthcare. In these domains, In-
ternet of Things (IoT) technology is widely used, requiring an integration
of process and IoT technologies. While existing approaches focus on min-
ing and analyzing IoT data in a process context, this work aims at provid-
ing the technology for highly efficient process execution on IoT and edge
devices. This poses many challenges with respect to available computing
resources that cannot be met by existing monolithic process manage-
ment systems. Hence, this work presents HiProX, an transpilation-based
implementation of the cloud process execution engine (CPEE) in RUST.
It can be shown that HiProX meets the requirements of resource utiliza-
tion and speed to run average process instances with full communication
capabilities on suitable IoT platforms that provide a memory allocator
using less than 8 MiB of memory per instance.

Keywords: Process Execution · IoT Data · Process Monitoring ·
Process Logging · Industry 4.0

1 Introduction

In recent years, Internet of Things (IoT) technology has found widespread adop-
tion across many domains, such as manufacturing and healthcare [3, 20]. IoT
offers several benefits such as improved data quantity, quality, and “freshness”
for decision-making and analysis processes [16]. However, IoT integration also
introduces many architectural and operational challenges, such as the heteroge-
neous nature of the different interfaces and capabilities of devices, scalability,
unreliable power provisioning, and network connectivity [2, 20,32].
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Business Process Management (BPM) and Business Process Management
Systems (BPMS) are nowadays the backbone of many enterprise-scale soft-
ware [11]. From an architectural point of view, they provide service integration
and orchestration, which has become paramount with the rise of service-oriented
and microservice architectures in enterprise and specifically IoT-centric applica-
tions [17,22,24].

Hence, due to the symbiotic capabilities of IoT and BPM technologies [20],
a wide variety of application scenarios have been discussed such as: BPM based
Digital Twins for Smart Cities [27], BPM coordinated Cross-docking of Shipping
Containers [13], or vertical integration in manufacturing companies, connecting
shop-floor IoT systems to high level planning processes [26].

While progress was made, many challenges remain before all the envisioned
advantages of IoT and BPM integration can be realized. In the classical integra-
tion approach, the Process Engine acts as an orchestration layer for the different
software components and IoT devices [13] and is typically hosted within the
cloud [9]. However this leads to several issues. For one, due to the latency be-
tween the Process Engine and the IoT devices, even for on-premise deployment,
this approach is infeasible for latency critical applications [9, 24]. Secondly, this
centralized approach can lead to a disconnect between sensor data and event
logs [16, 20], as sensor data collection is often handled independently from the
process enactment and just aggregated through the process engine. This makes
the aggregation, preparation, and use of IoT data for decision mining and pro-
cess mining challenging [16,20]. Lastly, since the number of data sources in IoT
scenarios is quite large, e.g., more than 10.000 IoT nodes in case of the Cross-
docking example, network related issues due to data volume and velocity can
become an issue [29,32].

To address the issues of centralized components in IoT scenarios, decentral-
ized approaches leveraging the Fog and Mist Computing Paradigms, have been
proposed [3, 9, 23]. However none of these approaches moves the process execu-
tion out of the cloud, which would allow for a fully process oriented approach
enabling easy correlation between IoT and process level events. Figure 1 depicts
an example scenario for a fully process oriented approach in manufacturing. Here
different process instances are directly deployed on the manufacturing machines.
This minimizes latency for control and data access. Furthermore by local pro-
cessing and filtering, as depicted in the expanded process instance (CNC Milling
Machine), data volume and velocity over the network are greatly reduced. In
this scenario the process engine routes data between instances and forwards it
to standard process monitoring or logging software. Traditional IoT implemen-
tations would have a similar architecture, but rely on hard-coded components
instead of easy to change process instances.

However executing processes on resource-constrained devices such as the
manufacturing machines in our example, requires an efficient approach for pro-
cess execution [33]. Hence, the research question (RQ) tackled in this work is
how process instances can be deployed and executed on IoT devices.
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Fig. 1. Example Scenario of a Process Oriented Approach for Manufacturing

Existing process engines are often realized as custom interpreters. This makes
their use in resource-constrained IoT fog and edge environments difficult. Hence,
in this work, we present HiProX, a fast and resource-efficient general-purpose
process engine that enables efficient process execution on IoT and edges de-
vices. In detail, this work contributes to the field of IoT-enhanced BPM by (1)
identifying existing resource-efficient approaches and deriving requirements for
a resource-efficient process engine (2) presenting the HiProX process engine for
process execution on resource-constrained devices, and (3) evaluating the engine
regarding resource utilization and speed, which allows to identify suitable IoT
platforms for instances to run on.

The remainder of the paper is structured as follows. Section 2 discusses ex-
ecution scenarios and requirements in IoT-enhanced BPM. Section 3 presents
HiProX, its architecture, and design decisions. Section 4 evaluates the proposed
solution on two compute platforms. Section 5 discusses related work and Sect. 6
concludes the paper.

2 Requirements for Process Execution on IoT Devices

As integration of IoT into processes continues to increase, such as in IoT-
enhanced BPM, the need to deploy and execute processes on IoT devices has
been identified repeatedly [3,33]. Due to the resource constraints of IoT devices,
the following requirements for developing a process engine for process execution
on IoT devices, independently of the application domain, arise:
Requirement R1: While modern IoT devices offer increasing amounts of com-
puting capabilities, the overall quantity of computing resources on these plat-
forms is still constrained compared to desktop or server environments, making
utilization of these computing resources more challenging (e.g., due to the general
lack of an operating system or the restricted feature set of the provided OS) [2].
To enable the execution of business processes on such devices, resources must be
utilized efficiently. Therefore, memory consumption and process execution time
are used as quantitative measurements. Memory efficiency and execution time
should be significantly better than an existing reference implementation, which
has no focus on resource-efficiency.



4 D. Voigt et al.

Requirement R2: Logging of the process execution is an essential part of the
process-oriented paradigm. This allows the BPMS to monitor, stop, and resume
instances and freely modify the instance model, the execution context, and move
the execution pointer(s) [34]. The resulting event log, containing classical process
events and IoT collected data, furthermore enables meaningful data analysis as
the collected IoT data is contextualized by the process events and other meta
data [18].
Requirement R3: Although a variety of application protocols are commonly
used in IoT scenarios (e.g. MQTT, CoAP, HTTP, ...), we decided to provide
HTTPS support including multipart. This decision ensures that the process en-
gine can be used in a wide variety of application scenarios (general-purpose), as
HTTP is the de-facto standard application protocol of the Internet [35]. Never-
theless, supporting protocols would be feasible and easily implementable in our
extensible architecture. Nonetheless this would required providing a protocol
gateway to communicate with classical HTTP-based web services. Finally, while
cryptographic protocols are expensive on a resource-constraint device, ensur-
ing secure communication is essential. Thus we decided on supporting HTTPS
(TLS).

3 HiProX Architecture

The HiProX architecture is depicted in Fig. 2. The implementation is based
on the Cloud Process Execution Engine (CPEE) [19]. New contributions to the
architecture are highlighted in green. The adapted architecture is discussed by
providing a walk-through based on how a business process would be transpiled,
deployed, and executed in Section 3.1. Section 3.2 discusses the advantages of a
transpilation based approach that was chosen for the proposed solution instead
of using model interpretation. Section 3.3 discusses the criteria considered when
selecting a host language and why the Rust programming language was selected
for this solution. Section 3.4 discusses the process DSL used for the model-
to-code approach as an intermediate representation between graphical process
model and binary code.

3.1 Architecture Walk-through

HiProX consists of two major components, i.e., the central BPMS component
and the individual lightweight Process Instance component. The BPMS com-
ponent is responsible for general features like logging, monitoring, and asyn-
chronous callbacks. This component is the one proposed by Mangler [19]. This
component was extended by providing a Transpilation Unit. For the enactment
of a process model the BPMS spawns a process instance. These process instances
are standalone programs that are semantically equivalent from the process model
they have been generated from.

Execution of a process is initiated by the Control Interface of the BPMS
which in turn passes the process model to the newly implemented Instance
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Fig. 2. HiProX Architecture (Contributions of This Paper Highlighted Green)

Model Transpiler that transpiles it to an equivalent program in the Process
DSL described in Sect. 3.4. Thereafter, the Control Interface invokes the com-
piler to create the executable process instance for the target architecture at hand.

This resulting instance binary contains the instance logic and all the operative
code like logging and protocol handlers and can thus be deployed and executed
on a different device than the BPMS component. Lastly, the binary, execution
context (variables and endpoints), and configuration files are deployed on the
target, and the instance is executed.

Instance execution on the target starts by loading the configuration. Then,
the Executive Component is initialized. This component semantically repre-
sents the instance as a whole. All Process Instance Information is managed by
this component, and the DSL is defined as methods on the Executive Compo-
nent instance. Subsequently, a Message Middleware Connector is initiated
to listen for events emitted by the management component. This is used for
features such as callbacks for asynchronous tasks [19]. The interfacing of process
instances with the BPMS component follows the solution proposed by Man-
gler [19]. Here any events emitted during the execution of the process engine are
send to the Message Middleware. The BPMS then retrieves these events for
every process instance for monitoring and logging. This allows seamless integra-
tion of the proposed solution into the existing BPMS component. Finally, the
execution of the instance code begins.

From the point of view of the process instance, every task, such as sending
an email, executing a script, starting a machine or assigning work to a human
process participant, is implemented by an external service [19]. This architectural
decision keeps the engine lightweight and easily extensible [19].

For every task a Connection Handler is initialized. The tasks of the
Connection Handler consist of the emission of events, e.g., position changes
or changes in the Execution Context, such as changes to variables, through

https://cpee.org/ last access: 2025-05-29

https://cpee.org/
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Handlers, for logging (R2), and the creation and use of a Protocol Handler
instance to invoke external services.

For the execution of scripts, e.g., to prepare data for service invocations or
changing the execution context based on the result of a service call, an Eval-
uation Helper is instantiated. This component handles the invocation of the
corresponding Evaluation Service via a Protocol Handler instance. The
Evaluation Service executed the script against the execution context and the
Evaluation Helper subsequently handles the result. Such results can include the
manipulation of endpoints or data elements, signaling to retry execution or to
stop the process instance execution.

The core motivation behind the architecture was to ensure easy extensi-
bility and resource-efficient process execution while providing the features of a
general-purpose process engine. Each of the following sections discusses a specific
architectural decision and the resulting properties.

The communication between the BPMS and an instance is facilitated com-
pletely via the Message Middleware and In-Memory-Database component (ex-
cluding deployment, start, and stop of each instance).

This decision also decouples the Process Instance from the BPMS and
thus allows the deployment of the individual components on possibly different
tiers of the computing hierarchy [2]. Therefore, deploying instances directly on
the IoT devices, while hosting the Middleware and the BPMS on the middle-
or inner-edge tiers is possible. Furthermore this still allows to model, deploy and
monitor the process instances via the BPMS component. And thus enabling Mist
Computing architectures for IoT-enhanced BPM applications. Additionally this
decision allows for horizontal scalability of certain services of the BPMS, such as
the logging service by decoupling the event source (instance) and sink (BPMS).

Furthermore utilizing an in-memory database as a middleware component,
combined with an appropriate DSL implementation, allows the complete appli-
cation state of every instance and the corresponding execution logs to be au-
tomatically persisted during execution, satisfying the logging requirement (R2)
(cf. Sect. 2). This feature, combined with the existing BPMS implementation
in [19], to stop instances during execution and adapting the control flow, exe-
cution context, and even the instance model to handle errors occurring during
instance execution, e.g. due to divergence of the instance model from reality [16].

The execution of scripts via the Evaluation Helper by invocation of the Eval-
uation Service differs from how scripts are handled in the architectures proposed
by [19,34] that both support direct evaluation by the runtime (Ruby VM). Each
approach has certain advantages and disadvantages. While using an external
service increases latency and the potential for network-related issues, it provides
significant advantages. First and foremost, this allows the formulation of scripts
in arbitrary programming languages that do not have to be supported on the
deployment target. Simplifying development of processes by Process Designers.
Secondly, the possibility for handler code to rely on arbitrary execution environ-
ment requirements, e.g., access to a GPU. Lastly, it allows to either link the code
directly into the Instance Binary or to deploy the execution service on the IoT
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device by replacing the Protocol Handler component for scenarios where latency
and network concerns are predominant. Thus, this approach offers flexibility and
ease of use depending on the application scenario.

3.2 Transpilation vs. Interpretation

The execution of process models can be realized by interpretation or transpilation
(model-to-code). The approach used by most process engines in literature and
industry, is interpretation of the process model. While interpretation is intuitive,
it has performance implications. Wherever an instance is executed an instance
of the interpreter needs to be executed. This can require a significant amount of
compute resources and is thus not viable for many IoT devices (e.g. on devices
with less than 32 MiB RAM). Furthermore, since the model is interpreted, there
is no automatic optimization performed, and thus either the model is executed
as is, or a separate optimizer needs to be run prior to deployment which needs to
be maintained. A transpilation based approach, which we refer to as model-to-
code, transforms the process model into semantically and structurally equivalent
code in a target programming language. This is the approach used by HiProX
to realize process execution on a separate device from the BPMS.

Although this model-to-code approach generates code in a general purpose
programming language, it has two advantages over manually writing the applica-
tion code. First, changes in the business logic can easily be realized by updating
the model. Second, this approach, given the actual DSL implementation is tested
rigorously, the generated code is less likely to contain errors.

To ensure the maintainability of the produced instance code artifacts [10],
an internal DSL within a host programming language is used, as proposed by
Stürmer et al. [34]. The DSL, thus, should be easy to understand and extend
and be powerful enough to express common workflow patterns. This has sev-
eral advantages, depending on the programming language which we will discuss
further in Sect. 3.3.

3.3 Language Selection Criteria

Selecting an appropriate DSL host programming language is vital to ensure
that the instance binary (transpiled process model) is easily maintainable and
is efficient to execute. Hence, we formulate the following Criteria C1–C3. The
first criterion is whether the language requires a runtime or is compiled natively
(C1), since runtime environments require additional memory. Furthermore, most
popular languages of this category (e.g. Java, C#, Ruby, Python) use a garbage
collector mechanism to manage memory. This makes memory-consumption less
deterministic and requires additional compute resources. This is the main reason
why the original Ruby Process DSL proposed by Stürmer et al. [34] is not suitable
for IoT scenarios. The second criterion is the capability of the language to define a
DSL that is easy to understand, and the resulting code fragment is easy to modify
(C2), as an intermediate step between a graphical and a textual representation.
Since process execution can be highly concurrent, the third criterion refers to how
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easy it is to write memory-safe and race-condition free code to ensure stability
and maturity of the implementation (C3).

Based on these criteria, we select Rust as programming language. Rust pro-
vides support for easily readable DSLs via macros and multi-line closures. Fur-
thermore, there are examples of successful Rust DSLs such as SeaQuery for
formulating SQL queries in native Rust (C2). Additionally, in contrast to other
performance-oriented languages such as C and C++, Rust uses the Ownership
memory management model instead of relying on the programmer to manage
memory manually. Thus, using safe Rust (and thoroughly tested unsafe blocks
where necessary) prevents a large class of memory-related issues such as data
races and most memory leaks. Additionally, safe Rust provides a memory safety
guarantee (C3).

3.4 Process Domain Specific Language

To ensure that the HiProX engine supports the modeling and execution of
general-purpose processes, i.e., independent of any application domain, the pro-
cess DSL has to be defined such that every component of the control flow has
a corresponding DSL element. Since HiProX utilizes the CPEE for modeling,
its DSL is based on the existing CPEE DSL in Ruby [21]. This design decision
bears the advantage that the CPEE DSL has been already evaluated w.r.t. its
expressiveness: it supports all basic control flow patterns and a wide range of
more advanced patterns [21], thus satisfying requirement R3 by design.

4 Evaluation

We evaluate our implementation based on a set of process models. Each process
model represents a basic control flow pattern. We compare our novel Rust Pro-
cess DSL implementation against the original Ruby Process DSL, currently used
in the CPEE, based on memory consumption and run time.

4.1 Evaluation Setup

For the evaluation, we created and executed a process model for each of the
following basic control flow patterns:

https://github.com/SeaQL/sea-query, last access: 2025-05-29
https://doc.rust-lang.org/book/ch04-01-what-is-ownership.html, last access: 2025-
05-29
https://doc.rust-lang.org/nomicon/meet-safe-and-unsafe.html last access: 2025-05-
29
https://blog.rust-lang.org/2015/04/10/Fearless-Concurrency.html, last access:
2025-05-29
https://doc.rust-lang.org/book/ch15-06-reference-cycles.html, last access: 2025-05-
29
https://blog.rust-lang.org/2015/04/10/Fearless-Concurrency.html, last access:
2025-05-29

https://github.com/SeaQL/sea-query
https://doc.rust-lang.org/book/ch04-01-what-is-ownership.html
https://doc.rust-lang.org/nomicon/meet-safe-and-unsafe.html
https://blog.rust-lang.org/2015/04/10/Fearless-Concurrency.html
https://doc.rust-lang.org/book/ch15-06-reference-cycles.html
https://blog.rust-lang.org/2015/04/10/Fearless-Concurrency.html
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– Sequence: A sequence of 3 tasks
– Parallel: Parallel execution of 2 tasks
– Choose: Alternative execution of 2 tasks (only 1 is executed)
– Loop: A loop that executes a task a total of 3 times

While these patterns do not cover the full range of features supported by the
DSL, they represent a foundational set of process components. We measured the
execution time and memory usage of our Rust Process DSL against the original
Ruby Process DSL proposed by Stürmer et al. [34] for each model which, in
turn, have been evaluated against the van der Aalst Workflow Pattern [1] which
compares and summarize the feature set of a multitude of process engines. We
decided to limit our comparison to this reference implementation due to the
following reasons. (1) Most of the engines we will discuss in Section 5 did not
provide any code. (2) While some implementations provide memory consumption
figures, none documented how these values are measured (Heap allocations vs.
RSS). (3) Solutions that provided no network connectivity are not applicable for
IoT scenarios. For more details see Section 5

For each model, tasks are implemented as a call to an external service that
delays its response for a single second and then responds. For the proposed im-
plementation, a dynamically (to minimize memory and disk usage on nodes
with multiple running instances) and a statically linked version were evalu-
ated. Memory and execution time are measured for all patterns. For the mem-
ory analysis, residual set size (RSS) and heap memory are considered. RSS
is measured for both implementations using the time. To measure the heap
allocations heaptrack is used for the proposed implementation in Rust and
MemoryProfiler is used for the reference implementation in Ruby. For time
measurements time is used for both implementations. For all measurements the
time delay of the external service was eliminated from the reported time. Evalu-
ation is done on two different platforms. To represent an unconstrained comput-
ing environment, a desktop computer with an AMD Ryzen 7 8745H and 32 GB
of RAM (furthermore refered to as Echo) is used. To represent a constrained
computing device an Orange Pi Zero 2W (furthermore called Orange) is used.
While this device is still a powerful IoT device, we show in the following sub-
section that the instance binary could be executed on a device with significantly
less memory.

Echo uses an evaluation service instance that is hosted on the machine.
Orange utilizes an external evaluation service hosted within the internet and
thus suffers from increased network delays. Echo is connected to the network via
an Ethernet cable. Orange is connected via 2.4 GHz Wifi.

https://www.man7.org/linux/man-pages/man1/time.1.html last access: 2025-05-29
https://github.com/KDE/heaptrack last access: 2025-05-29
https://github.com/SamSaffron/memory profiler last access: 2025-05-29
http://www.Orangepi.org/html/hardWare/computerAndMicrocontrollers/details/
Orange-Pi-Zero-2W.html last access: 2025-05-29

https://www.man7.org/linux/man-pages/man1/time.1.html
https://github.com/KDE/heaptrack
https://github.com/SamSaffron/memory_profiler
http://www.Orangepi.org/html/hardWare/computerAndMicrocontrollers/details/Orange-Pi-Zero-2W.html
http://www.Orangepi.org/html/hardWare/computerAndMicrocontrollers/details/Orange-Pi-Zero-2W.html
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4.2 Results

Table 1 shows the execution time measured for both implementations on both
platforms. Here we can see that the proposed implementation in Rust performs
better for every pattern on both platforms. For Echo, the proposed solution is
more than 4 times faster for every pattern. This effect is even more pronounced
on the low-compute Orange platform where the proposed implementation is
faster by a factor of 5-13 times. The execution time measured for the proposed
implementation increased by about one second when switching from the Echo to
the Orange platform. For the Ruby implementation it increased by more than
three seconds. This demonstrates that a compiled approach shows significant
performance improvements, especially on resource-constrained platforms.

Table 1. Time Measurements

Pattern
Rust Ruby

Time Echo Time Orange Time Echo Time OrangeStatic Dynamic Static Dynamic
Sequence 0.25 s 0.26 s 1.12 s 1.42 s 1.35 s 6.27 s
Parallel 0.09 s 0.10 s 0.40 s 0.42 s 1.16 s 5.42 s
Choose 0.09 s 0.10 s 0.73 s 0.51 s 1.32 s 5.59 s

Loop 0.27 s 0.30 s 1.31 s 1.47 s 1.49 s 6.69 s

The results of memory profiling for the experiments is depicted in Tables 2
and 3. Table 2 shows RSS of both implementations across different patterns.
Table 3 shows the maximum heap size of both implementations during the ex-
ecution of the different patterns. These measurements show that the proposed
implementation uses significantly less heap, by a factor of about 6–10 depending
on the pattern across all platforms.

Table 2. Memory Measurements (RSS)

Pattern
Rust Ruby

Memory Echo Memory Orange Memory Echo Memory OrangeStatic Dynamic Static Dynamic
Sequence 6.78 MiB 14.00 MiB 5.82 MiB 13.60 MiB 94.5 MiB 85.0 MiB
Parallel 7.86 MiB 15.33 MiB 7.10 MiB 14.82 MiB 94.5 MiB 85.3 MiB
Choose 6.67 MiB 14.25 MiB 6.18 MiB 13.87 MiB 94.0 MiB 85.3 MiB

Loop 6.88 MiB 14.53 MiB 6.42 MiB 14.28 MiB 94.3 MiB 86.4 MiB

RSS of the proposed solution is also significantly smaller than for the ref-
erence solution (see Table 2). The statically linked approach has an RSS that
is smaller by a factor of more than 10 across both platforms. The dynamically
linked approach by a factor of about 5. However, here it is important to mention
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that these factors are a lower bound if multiple instances of the same program
are executed. The reason for this is that for each instance an individual ruby
interpreter has to be instantiated and loaded into memory, consuming a signif-
icant amount of memory. For the dynamically linked version of the proposed
solution this does not happen, the standard library code and the complete ap-
plication code are linked dynamically, and thus only need to be kept in memory
once which makes each process instance very lightweight. Therefore, given that
multiple instances are executed on the same platform, significantly less memory
is used by the proposed Rust implementation.

When comparing the memory consumption of the proposed solution with the
implementations discussed in the related work (see Sect. 5), it becomes clear that
the implementation uses comparative amounts of memory to the most resource-
efficient approaches [7, 8] while providing essential features for general purpose
process engines like network connectivity. Thus the proposed solution shows
higher memory efficiency compared to related engines and compared to the ref-
erence implementation (R1).

Table 3. Memory Measurements (Heap)

Pattern
Rust Ruby

Memory Echo Memory Orange Memory Echo Memory OrangeStatic Dynamic Static Dynamic
Sequence 619.1 KiB 619.2 KiB 598.6 KiB 598.6 KiB 5790.0 KiB 5790.0 KiB
Parallel 966.1 KiB 977.4 KiB 946.5 KiB 799.1 KiB 5800.0 KiB 5810.0 KiB
Choose 949.9 KiB 950.0 KiB 982.3 KiB 982.4 KiB 6850.0 KiB 6850.0 KiB

Loop 998.5 KiB 998.3 KiB 1000.0 KiB 1000.0 KiB 6840.0 KiB 6850.0 KiB

5 Related Work

While there is a lot of work done on IoT-aware process execution, most of these
works follow a similar approach by introducing some middleware layer that en-
ables interoperability between the IoT and Process Engine, e.g. [30]. While these
approaches certainly work, they utilize the Process Engine mainly as an orches-
tration layer, losing out on the correlation capabilties between IoT and Process
level events a fully integrated approach of Process Engine and IoT could bring.
Thus our research question was how process models could be deployed and ef-
ficiently executed on IoT devices. Therefor we discuss related work in the area
of specialized process engines that are focused on process execution in a mobile
or IoT setting as these engines would have the potential to execute processes on
IoT devices enabling a fully integrated approach. Through a structured litera-
ture analysis [36], we identified 11 approaches that are summarized with their
key characteristics in Tab. 4 and described in the following.

Hackmann et al. [14] implement Java-based BPEL workflow engine Sliver for
mobile devices with focus on efficient implementation with SOAP support. While
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Table 4. Existing process engines with key characteristics

Language Model Connectivity Mem. Comp. or Interpr. Execution
2006 [14] Java BPEL SOAP <22 MB Interpreted Centralized
2007 [25] Java [3] BPEL SOAP ? Interpreted Centralized
2008 [31] Java BPEL SOAP ? Interpreted Distributed
2009 [8] C SISARL-XPDL - 1MB Compiled Centralized
2011 [7] C SISARL-XPDL - 8 MB Compiled Centralized
2011 [28] .Net ADEPT Standalone ? Interpreted Distributed
2011 [12] C++ BPEL SOAP 1 KB (???) Compiled Centralized
2012 [4] Objective-C BPMN HTTP ? Interpreted Distributed
2014 [5] Objective-C BPEL HTTP ? Interpreted Distributed
2015 [6] ? BPEL HTTP ? Interpreted Distributed
2016 [15] Java ADEPT2 ? ? Interpreted Centralized

no information on the memory consumption is available, the authors state that
their approach outperforms the memory consumption of ActiveBPEL of 22 MB.
Pajunen et al. [25] follow a similar approach as [14]. However, they focus less on
the resource-efficient implementation of the engine and more on support for local
services and different communication protocols such as HTTP, SMS, and email.
Sen et al. [31] leverage the Sliver engine for choreographic workflow execution in
mobile ad-hoc networks. Both, Chou et al. [8] and Chen et al. [7] develop C-based
embedded workflow engines for robotic applications supporting an augmented
subset of XPDL called EMWF. In this approach, models are compiled into native
code. However, both engines only provide support for local tasks and do not pro-
vide any form of network connectivity. While executing a workflow, the engines
consume about 1 MB and 8 MB of memory respectively. Pryss et al. [28] pro-
pose a distributed interpreting workflow engine for a seemingly custom process
definition language using .Net called MARPLE. Communication is facilitated
through a custom protocol [3]. No resource utilization measures for MARPLE
are available. Glombitza et al. [12] present a model-to-code approach for the
execution of BPEL models on sensor nodes. Their approach facilitates network
connectivity via LTP. Hence, realizing memory efficiency at the cost of compat-
ibility or additional gateway services, as most of the Web utilizes HTTP-based
communication. Additionally, their approach does not include an intermediary
internal DSL that simplifies the maintainability of the generated code. Chang
et al. [5] develop an application framework for the social private cloud called
SPiCa. In their approach, individual devices host a SPiCa instance, including a
BPEL workflow component. Conceptually similar works have been proposed by
Chang et al in [4,6]. In all three approaches, resource-efficient process execution
was not actively discussed and no resource utilization measurements were re-
ported. Schobel et al. [15] develop a lightweight Java process engine to conduct
medical surveys. Surveys are modeled within a graphical modeling language and
then transpiled into a process model (ADEPT2). No resource utilization mea-
surements are provided.
Summary and Distinction from existing Research: Prior works focus on
specific aspects of constrained process execution, e.g., Schobel et al. [15] sup-
porting offline execution, Glombitza et al. [12] and Chou et al. [8] focusing
on resource-efficient execution using a model-to-code approach. By contrast,
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HiProX aims at proving comprehensive support by realizing the following three
properties: (1) A model-to-code approach that translates the process model to ex-
ecutable code, specifically an internal DSL as in [21,34] that can be compiled and
natively executed on devices with low compute capabilities. This contrasts ap-
proaches that require a runtime environment to execute the instance which needs
to be supported therefore adding a further deployment dependency and leading
to an resource overhead (e.g. in Java or C# based solutions [14, 15, 25, 28]).
(2) Full HTTP support to communicate with external web services, including
support for HTTP Multipart. This is essential since HTTP is one of the de-
facto standard communication protocols for IoT applications and the web [35].
This contrasts this work from prior solutions that provide non-standard or no
connectivity, and thus cannot be used as general purpose process engines (e.g.
solutions proposed by Glombitza et al. [12] that utilizes LTP or Chou et al. [8]
and Chen et al. [7] that provide no network connectivity. (3) Full logging of the
process execution [19] via a distributed engine architecture. Full logging of the
process instance execution allows for monitoring, stopping, modifying (control
flow, execution context, and even the instance model), and resuming the process
instance [34] to recover from errors during execution.

The solution proposed in this paper is a full-featured process engine similar
to the implementation by Mangler and Stürmer [21, 34], while improving the
resource utilization by a factor of up to 13, thus making it viable option to use
on IoT compute platforms.

6 Conclusion

To advance the integration of IoT and BPM technology, the aim of this paper
was to develop general-purpose process engine HiProX that allows the deploy-
ment and execution of processes on IoT devices which are generally resource-
constrained. For meeting the requirements of resource-constrained execution, the
HiProX architecture includes a model-to-code approach for efficient process ex-
ecution, logging capabilities, and, to complement the model-to-code approach, a
powerful internal DSL. For the host language, Rust was chosen due its support
fo easily readable DSLs and memory safety guarantee. As shown in the evalua-
tion, HiProX shows significantly more efficient use of computing resources. The
evaluation also shows that the engine is more memory efficient than most of the
related engines, and consumes significantly less than the threshold described in
the paper that proposed the Sliver engine [14] that provides comparable features.
Future work will tackle the following challenges. While logging can provide fault
tolerance, no mechanism was implemented to handle disconnects when talking
to external services or the middleware component. Furthermore, the possibility
of recovery after a crash, e.g., due to power supply issues [32], common in an
IoT environment, is not yet implemented. Lastly, the implementation relies on

https://github.com/DominikVoigt/rusty weel/blob/main/weel lib/src/dsl.rs last
access: 2025-05-29

https://github.com/DominikVoigt/rusty_weel/blob/main/weel_lib/src/dsl.rs
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the Rust Runtime for the std crate, and thus requires a memory allocator to
function.
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18. Mangler, J., Grüger, J., Malburg, L., Ehrendorfer, M., Bertrand, Y., Benzin, J.V.,
Rinderle-Ma, S., Serral Asensio, E., Bergmann, R.: Datastream xes extension: Em-
bedding iot sensor data into extensible event stream logs. Future Internet 15(3),
109 (Mar 2023)

19. Mangler, J., Rinderle-Ma, S.: Cloud process execution engine: Architecture and
interfaces. CoRR abs/2208.12214 (2022)
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